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1. INTRODUCTION 
 
1.1. Managing our records well helps our staff to do their jobs and it contributes to 

effective healthcare and business efficiencies. Good quality records are vital if we are 
to be accountable to the public. We have a statutory duty to manage the safekeeping, 
accessibility and eventual disposal of our records (key requirements are noted in 
appendix 1). 

 
1.2. A records management policy is a requirement of the Records Management: NHS 

Code of Practice. The HSCIC NHS IG Toolkit specifies broad requirements for 
records management provision in an organisation, records being a key component of 
our information governance landscape. 

 
1.3. This policy is a major revision of our previous records management policy and is 

designed to provide a robust mandate and clear principles for record keeping.  

 
2. PURPOSE 
 
2.1. This policy sets out Gloucestershire CCG’s approach to the management of its 

business records. The policy is part of a Records Framework that includes additional 
procedure, guidance and training modules (see appendix 2). Our records framework 
fits into the wider context of the NHS IG Toolkit.  

 
2.2. Scope and Definitions 
 
2.2.1. We define records as any form of information which has been created or gathered 

as a result of any aspect of our work. This shall include CCG administration 
records as well as health / clinical and patient related records (along with clinical 
audit data) that are held by some of our teams.  

 
2.2.2. Aspects that are particular to clinical records are further defined in the Clinical 

Records Management policy. 
 
2.2.3. Our records can be manual (paper) and, most commonly, electronic. Examples 

include invoices, email correspondence, faxes, contracts, datasets and 
spreadsheets. 

 
2.2.4. All of our records are the property of the NHS and are Public Records as defined 

by the Public Records Act.  
 
2.2.5. Broadly speaking, records are finalised evidence of our work. However, work-in-

progress documents, although not final, are in scope of this policy because they 
are an information resource and may still be used to support litigation or requests 
for information e.g. Freedom of Information.  

 
2.2.6. Other information sources such as secondary source publications and another 

organisation’s records (e.g. external providers’ clinical audits) are also in scope as 
they can support our activities and may need to be retained by us for a period of 
time. 

 
2.2.7. Records Management is the formal process of managing records as information 

resources throughout their lifecycle (see 45.2). 
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3. POLICY ROLES AND RESPONSIBILITIES 
 
3.1. Integrated Governance and Quality Committee (IGQC) is responsible for assuring 

and approving this policy.  
 
3.2. GCCG Senior Information Risk Owner (SIRO) is the sponsor of this policy. 
  
3.3. Central Southern CSU Records Manager is the author of the policy. 

 

4. DEFINITION 
 
4.1 This policy is a statement of intent which staff are expected to follow.  It is not open to 

interpretation, or professional judgement and is non-negotiable.     
 

4.5. POLICY DETAILS  
 

3.4.5.1. Records Management Roles & Responsibilities outline 
 

Position or 
group 

Description of Records Responsibility 

Accountable 
Officer 

Is accountable for the proper and compliant conduct of records 
management across the organisation. 
 

Caldicott 
Guardian and  
Core Group 

 Maintain oversight of confidentially issues and requirements. 

 Cascade requirements policy to respective directorates.  

SIRO and the 
Information 
Governance 
Working Group 

 Responsible for managing the records management programme 
and ensuring it is properly resourced. 

 Providing oversight and advice.  

 Monitoring identified records risks and issues.  

 Views records management in the wider context of Information 
Governance to maintain a coordinated approach. 

 

Associate 
Director 
Corporate 
Governance 
 

 Operational responsibility for the records management 
framework, compliance and programme across the GCCG. 

 Drafting policy and procedures.  

 Conducting audits. Monitoring training and records disposal.  

 Is supported by CSU IG Service as appropriate.  
 

Directorate 
Information / 
Records leads 

 Within each directorate there is a records lead and deputy who 
will ensure directorate teams are compliant with the records 
management policy framework, support colleagues in record 
keeping and liaise with the AD Corporate Governance as 
necessary. 

 They may also take the lead in preparing disposal lists following 
the disposal management procedure.   

 These roles may also be handled by Information Asset 
Administrators (IAAs). 

 

Department / 
Process 
managers 

 Shall ensure records required by their respective activities are 
identified and captured following policy.  

 Ensure that staff have attended required records training. 
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All staff  All staff, and those working on behalf of the organisation, are 
expected to follow this policy and its procedures.  

 All staff are record keepers and are expected to create and file 
records that stand as effective evidence of our work. 

3.5.5.2. Records Lifecycle - We shall manage our records in the context of a records 
lifecycle: 

 
Lifecycle 
Stage 

Description 

 

1. Planning At a corporate level we shall develop and implement policy, 
procedures and functionality to deliver compliant records 
management. Our departments shall ensure they have identified key 
records that must be captured as a result of their activities; 
specifying this in a team’s procedures is recommended. 
 

2. Creation & 
receipt 

This is where a record is created and is saved. We shall ensure that 
our records are properly captured into approved filing systems, and 
that they are protected from unauthorised access or change and 
named following an agreed standard. 
 

3. Use / 
Distribute 

Our records shall be appropriately available so that they support 
current business and decision making as well as statutory access 
requirements. Wherever possible we shall share one version of 
records rather than create duplicates.  
 

4. Retention We shall retain non-current and superseded records in our filing 
system so to support ongoing business needs and compliance 
requirements. Our disposal schedules shall govern how long records 
are retained. Retained records shall continue to be protected and 
accessible in storage facilities that meet appropriate standards.  
 

5. Disposal Our records shall not be retained indefinitely. At the end of the 
retention, records shall be disposed of. In most cases this will mean 
controlled destruction; a small percentage of records may become 
archive meaning that they will be retained indefinitely under the 
Public Records Act.  
 

 
 

3.6.5.3. Good Quality Records  
 

3.6.1.5.3.1. Our records are evidence of our activities; they may be required for litigation, 
audits, statutory enquiries and as a basis for decision making. (See Appendix 2, 1. 
About NHS Records) 

 
3.6.2.5.3.2. Our records need to be accurate, reliable and complete. Managers shall be 

clear on what records are required to sufficiently document the activities that they 
are responsible for. Staff shall capture records following policy and procedure, 
ensuring evidential quality is maintained. 

 
3.6.3.5.3.3. The quality and accuracy of records that relate to patient care and significant 

changes to services and policy are particularly important.   
 

3.7.5.4. Manual / paper records (see appendix 2, 8. Handling paper records) 
 

3.7.1.5.4.1. In keeping with wider NHS agenda, we shall endeavour to maintain records 
electronically where practicable. Original electronic records will be considered the 
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primary version. Paper copies of electronic records should be maintained by 
exception and shall be appropriately destroyed at the earliest convenience. 

 
3.7.2.5.4.2. In some cases it might be desirable to hold original black ink signed records. 

This is permissible, although scanning such documents is acceptable so long as 
their legal admissibility has been protected by following the scanning procedure 
guidance (See Appendix 2, 2. Scanning guidance).  

 
3.7.3.5.4.3. Where it is economical and practical to do so, we shall scan received or 

legacy manual / paper records following the scanning guidance (See Appendix 2, 
2.Scanning guidance). The original paper copies of scanned records should then 
be appropriately destroyed and a record of this destruction retained. 

 
3.7.4.5.4.4. Any manual / paper records shall be securely held in appropriate and 

organised local filing cabinets. Significant collections of closed, non-current manual 
/ paper records should be stored with a specialist off-site storage company.  

 
3.7.5.5.4.5. Access to sensitive paper files marked as NHS Confidential should be 

monitored so that the owner of the records is assured as to the location of a 
borrowed file at any time. 

 
3.8.5.5. Records Inventory and Records File Plan 
 
3.8.1.5.5.1. We shall organise our records into a Records File Plan that can be used as a 

basis for the fileshare structure and assigning disposal schedules, access rights 
and ownershipthat lists our business activities, the records that they create and 
their disposal schedules to record types.  

 
3.8.2.5.5.2. We shall carry out regular inventories of these records so that we have clear 

metrics covering what we hold. The Information Asset Register shall be used to 
inform this along with File Sharefileshare content reports. 

 
3.9.5.6. Disposal Schedules and Legal Holds 
 
3.9.1.5.6.1. We shall not retain all of our records indefinitely. Disposal is the process that 

leads to records being either destroyed or transferred elsewhere (see Appendix 2, 
3. Records Disposal Management) 

 
3.9.2.5.6.2. Our disposal schedules govern how long we retain our records and what 

happens to them at end of that retention. The disposal schedules are approved 
and reviewed annually by the Integrated Governance and Quality Committee. 

 
3.9.3.5.6.3. The disposal of records is carried out by our teams following the disposal 

procedure and schedules agreed in 45.6.2 with the support and oversight of local 
Records Leads, managers and the Corporate Governance team.  

 
3.9.4.5.6.4. Disposal of any records shall be held if they pertain to an existing / emerging 

legal matter or request for information – this is known as a Legal Hold. Unilateral 
disposal of records, particularly if done contrary to disposal schedules or legal 
holds, is a serious breach of policy. 

 
3.10.5.7. Accredited File Shares 
 
3.10.1.5.7.1. Our electronic records shall be saved to our approved and governed 

file shares (if not already saved to a database see 45.10). File share folder 
structure shall be governed and based on our Records File Plan.Wherever 
possible, the file share should be broadly structured following the Records File 
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Plan. and include folders that assist with disposal management e.g. holding 
records by financial year.  

 
3.10.2.5.7.2. As a general rule, original electronic records shall not be saved to 

‘offline’ storage such as internal PC hard drives, USBs or optical media.  
 
3.10.3.5.7.3. In some circumstances e.g. anticipated limited network connection, 

staff may need to save copies of records to encrypted devices e.g. USB memory 
stick, Laptop internal hard disk. This is permissible if acceptable use policy is 
followed, and any new records / versions are saved to the approved storage 
location soon after and subsequently deleted from the temporary storage device.  

 
3.10.4.5.7.4. Original electronic records that colleagues need access to shouldO 

only be saved to the appropriate fileshare folder and  in exceptional circumstances 
should original records be saved tonot a staff member’s private network drive. 

 
3.11.5.8. Record Naming and Version Control 

 
3.11.1.5.8.1. Our electronic records along with holding folders and paper files shall 

be named following our corporately agreed naming standard. This shall also 
include Version control so that it is clear what the status and iteration of the record 
is. (See Appendix 2, 5. Electronic Document naming and version control) 

 
3.12.5.9. Records Security and Access 
 
3.12.1.5.9.1. We shall use security classification marking to highlight records that 

contain personal or commercially sensitive information (See appendix 2, 5. 
Electronic Document naming and version control and 6. Security Classification).  

 
3.12.2.5.9.2. Our records shall not be saved to private (home) computers nor shall 

private email e.g. Hotmail, be used to transmit our records or carry out NHS 
business. 

 
3.12.3.5.9.3. Our Accredited File Shares shall include protected folders and 

permission protocols where NHS Confidential sensitive rrecords are held.  
 
3.12.4.5.9.4. Access restrictions to records shall be proportionate so to aid 

information sharing and reduce duplication. In most cases it is only necessary to 
restrict access to records that contain personal / clinical or commercially sensitive 
information.  

 
3.13.5.10. Line of Business Systems / Databases  
 
3.13.1.5.10.1. Many of our records are held within databases. These may be in the 

form of uploaded documents e.g. a PDF or email, or as datastreams, e-
transactions and system actions. This policy applies to these records. System 
owners and project managers shall consider the requirements of this policy when 
implementing, procuring or using databases.  

 
3.13.2.5.10.2. Electronic records that are uploaded to databases e.g. an email into 

Datix or Caretrack, should be deleted from local systems e.g. Inbox or File Share – 
wherever possible information should not be duplicated across storage systems. 

 
3.14.5.11. Data Backups 
 
3.14.1.5.11.1. All of our data including electronic records are ‘backed-up’ to offline 

storage following Technology policy in order to support business continuity. It is 
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vital that ‘recovered’ records are complete copies and are not changed in any way, 
this includes embedded metadata e.g. dates.  

 
3.14.2.5.11.2. Backups are within scope of statutory access to information requests 

and legal disclosure. Data is backed-up for 1 year before being overwritten / 
deleted. Records deleted from user front-end storage e.g. file shares, shall also be 
deleted from the back-up. Current back-up policy is that any iteration of electronic 
data is backed-up for 1 year before being overwritten / deleted. In short, records 
that have been deleted from front-end systems e.g. the filesshare, within the last 
year may still be available in the back-up – this needs to be considered when 
dealing with any access to information requests. 

 
 

3.15.5.12. New Technologies – Cloud and Collaboration / Sharing  
 

3.15.1.5.12.1. The use of new technologies to improve working practices, process 
monitoring and collaboration is becoming increasingly popular. These are 
characterised by services such as cloud storage and collaboration spaces that are 
held outside of the traditional on-site technology infrastructure.  

 
3.15.2.5.12.2. The requirements of this policy shall apply to such technology if it is in 

use. It is also advisable not to assume information held in commercial Cloud 
environments will be accessible over the long term – the likelihood of losing access 
to records during a retention period should be risk assessed and mitigated by the 
information owner. 

 
3.16.5.13. Email Records / Electronic Communication 

 
3.16.1.5.13.1. Many emails will qualify as records and so must be retainedEmail is a 

key record keeping tool for the organisation: emails will be considered as records 
and as such be retained as email records following our disposal schedules. NHS 
Mailboxes and Mailbox Archives shall not be used for the long term storage of 
email records. (See appendix 2, 7. Email Management) 

 
3.16.2.5.13.2. Email records shall be saved to the approved fileshare or databases 

alongside related records as messages (.MSG) rather than as Archive (.PST) 
format.  

 
3.16.3.5.13.3. Staff shall regularly housekeep their Mailboxes so that transitory and 

spam type emails are disposed of.  
 
3.16.4.5.13.4. Managers shall ensure all required email records are transferred from 

a leaver’s Mailbox to the approved store before they leave.  
 
3.16.5.5.13.5. Other forms of electronic communication such as Instant Messaging 

and video conferencing will likely become more commonplace – these ‘recordings,’ 
if retained, qualify as records and so shall be managed under this policy. Additional 
policy / procedure will be produced as required. 

 
3.17.5.14. Long term access and protection – record preservation 
 
3.17.1.5.14.1. We shall take steps to ensure that our records remain accessible and 

are not damaged during their retention; for some records this could be many 
decades – such lengths of time require preservation management.  

 
3.17.2.5.14.2. Our records shall be protected from unauthorised access and physical 

risks such as flooding and fire. 
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3.17.3.5.14.3. Electronic records are at particular risk of digital obsolescence and 
degradation of media. We shall undertake precautions to ensure the long term 
accessibility of electronic content including: using ubiquitous and open formats e.g. 
PDF, DOCx; regular refreshing and error-checking of storage media; maintain all 
records on networked and backed-up drives rather than peripheral storage e.g. 
CDs, USBs; and assess the digital preservation risks of any new system. 

 

5.6. CONSULTATION  
 

4.1.6.1. The main principles in this policy have been reviewed by key staff in Central 
Southern CSU. It has also been produced in the context of other NHS records 
management policies and the Records Management: NHS Code of Practice.   

 
4.2.6.2. The policy has been reviewed by members of GCCG Information Governance 

Working Group and GCCG Records Management Group. 
 

6.7. TARGET AUDIENCE   
 
5.1.7.1. All staff and contractors including CSU staff who are working on behalf of 

GCCG shall read and follow the policy and any supporting procedures noted within. 
 

7.8. COMMUNICATION 
 
6.1.8.1. The policy shall be made available via training, and our Intranet and Internet 

pages.  
 

8.9. TRAINING 
 
7.1.9.1. Our staff and contractors are our record keepers and so need to be trained in 

the principles and procedures for records management and the contents of this 
policy. 

 
7.2.9.2. Outline of Training modules: 

 
Induction During their induction all new staff whether contractors or 

permanent shall be introduced to the basic principles of our 
records management policy and procedures.  
 

Standard User 
Foundation Level 

On an annual basis all staff shall complete this course to 
embed records keeping requirements and reinforce good 
practice. 
 

 

9.10. AUDIT and COMPLIANCE  
 

9.110.1 Our performance in records management shall be audited following a 
scheduled plan using a defined audit methodology. Where non-compliance or 
improvements could be made then these shall be agreed with process owners / 
managers and subsequently followed up.  
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Appendix One 
 
Records Management Legislative Context 
 

Legislation / Standard Compliance Requirement 
Public Records Act 1958 All NHS records are Public Records. All NHS organisations 

must make arrangements for the safe keeping and disposal 
of their information and records. Recent changes have 
reduced the 30 year public records disposal rule to 20 years. 
 

Freedom of Information Act 
2000 including Section 46 
Code of Practice for 
Records Management. 

Provisions of disclosure of information held by public 
authorities. Includes a Records Management Code of 
Practice to support the Act.  
 
This code of practice gives guidance on good practice in 
records management. It applies to all authorities subject to 
the Act, to the Public Records Act 1958 or to the Public 
Records Act (Northern Ireland) 1923. 
 

Data Protection Act 1998 Regulates the processing of personal data relating to living 
persons. Principle 5 of the act notes the requirement not to 
retain data for longer than necessary – records must be 
identified, consistently stored and have disposal schedules to 
meet Principle 5. 
 

Access to Health Records 
1990 

Regulates access to the records of a deceased person. 
 

Records Management: NHS 
Codes of Practice (Part 1 
and 2) 

A guide to the required standards of practice in the 
management of records for those who work within or under 
contract to NHS organisations in England. They are based on 
legal requirements and professional best practice.  
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Appendix Two   
Gloucestershire CCG Records Management Framework  
 

Name Purpose Files / Link 
Records 
Management Policy 

Defines our approach to records and relevant 
rules. Scope includes all information types 
including email and line-of-business systems 
 

 

Clinical Records 
Management Policy 

This provides additional detailed information 
for dealing with clinical records and should be 
seen as a sub-policy. 

 

Records 
Management 
Strategy 

Defines and pulls together records 
management activities. 
 

 

Records File Plan  Key management tool for structuring records 
and linking them to disposal schedules. 
 

 

Records Procedures 
/ Guidance 
 

1. About NHS Records  

2. Scanning Guidance  

3. Record Disposal Management  

4. Using the File Share  

5. Electronic Document naming and version 
control 

 

6. Security Classification  

7. Email Management  

8. Handling Paper records  

Compliance Audit  Improving records management maturity is 
dependent upon regular audits both in terms of 
compliance with policy but also inventories as 
of existing record stores. 
 

 

Training packages To equip staff with the knowledge they need to 
effectively keep records or to manage the 

 



12 

 

system. Training will be mandatory. 
 

 
 


